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Connecting Apache To Tomcat

«  Although it is possible for Tomcat to run standalone and server
HTTP requests directly (we did this for servlets and jsps), the
Apache server does a much better job of handling tasks such as
static content and SSL connections.

«  For this reason, Tomcat is typically used alongside an Apache
server. Unlike PHP which runs as a module inside the Apache
process, a JVM is external and requires a mechanism to connect
It to the web server.

«  Tomcat inherited the Apache JServ protocol (AJP) from the
JServ project. AJP is a protocol for connecting an external
process to a servlet container. It is the responsibility of an
Apache module, in this case mod 7jk, to speak this protocol to

the servlet container (Tomcat).

o
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Connecting Apache To Tomcat ont)

. In this last section of notes, 1’1l show you how to integrate Apache
and Tomcat into a single package.

. The ultimate set-up will resemble the figure shown below. Note
that if you also would like Tomcat to run standalone HTTP
requests, it will need to run on a different HT TP port than Apache.
That’s why | set-up Apache on port 8081 and Tomcat on port

8080.
Tomcat Servlet
Apache Web Server
HTTP P Container HTTP
Serviet request
request e et <
g . mod_jk reques > Listen on
http Listen on O ajp13 8009 for http
< < ajp13 »

HTTP Serviet profocel HTTP

response HTTP request response Servlet execution response
handling process

#
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Getting The Tomcat Connector

The first step in Apache-Tomcat integration is to obtain the
Tomcat connector from Apache.

Follow the screen shots on the next few pages to obtain the
mod 7k connector.

Windows based connector binary files will typically have the
name of mod jk.so.
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@ Apache Tomcat - Welcome! - Windows Internet Explorer | . - TEEE EE

@U = | W http://tomcat.apache.org/ v| L | +4 | X | [*q Google £ ~|
File Edit View Favorites Tools Help

x Google -' Search =4 &5 - - - Bookmarks = | "% Check - » .+ ( Signln -
3 = _ Sig

7 Favorites | 95 € Suggested Sites v @ | Free Hotmail @ | Web Slice Gallery v '35 KeepVid- Download and s...

] X
" Apache Tomcat - Welcome! ﬁ - - [ m= - Pagew Safety v Tools - l@lv

-

Apache Tomcat
Apache Tomcat

Apache Tomecat is an open source software implementation of the Java Servlet and JavaServer Pages
technologies. The Java )
Communits Procee?” | FFOM the main Tomcat webpage, select Tomcat
Download connectors from the download section. The
Apache Jefncat is devl cyrrent documentation is also available from this
« Which version? 50 e License. Apa page.
und the world We

= Home

» Taglibs

[va

Tomcat 6.x

Tomcat 5.5

Tomcat Connectors
Tomcat Mative
Archives

Documentation
Torcat Native 1.1.18 Released
» Tomcat 6.0

» Tomcat 5.5 The Apache Tomcat Project is proud to announce the release of version 1.1.18 of Tomcat Native This

» Tomcat Connectors version is principally a security and bugfix release.
» Tomcat Native

Migration Guude Download | Changelog for 1.1.18 |

Problems?

Done €D Internet | Protected Mode: Off ¥ v H100% -
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@ Apache Tomcat - Tomcat Connectors (mod_jk) Downloads - Windows Internet Explorer S T EE

@f\“} - |\ http://tomcat.apache.org/download-connectors.cgi "| L | *"f| * |4 Google p o =
-

File Edit View Favorites Tools Help

x Google |E| *§ Search **r G~ ge- | B - % Bookmarks~ | 3 Check - &€ -~ () Signin -

¢ Favorites | 95 @ Suggested Sites v @ | Free Hotmail @ | Web Slice Gallery v '35 KeepVid- Download and s...

] o
" Apache Tomcat - Tomcat Connectors (mod_jk) ... ﬁ b w [] mm » Pager 3Safety~ Tools~ l@lv

-

2 . APpAcne -
e ) Apache To Software Foundation |
" mod_jk download page. [2Pache-ora/

TEN YEARS OF TOMCAT

Search the Site

Tomcat Connectors (mod_jk) Downloads
Apache Tomcat

. H Use the linkcs below to download Tomcat Connectors from one of our mirrors. Y ou must verifv the
« T ;;1-1; integrity of the downloaded files using signatures downloaded from our main distribution directory.

Download Only current recommended releases are available on the main distribution site and its mirrors. Older
ownloa releases and the historical mod jk2 are available from the archive download site.

L] n i T ] 7
Which version? Recent releases (48 hours) may not vet be available from the mirrors.
Tomcat 6.x

53 :
Tomeat 5.5 Choose a Mirror
Tomcat Connectors

w You are currently using http://www.gossipcheck.com/mirrors/apache. If vou encounter a

problem with this mirror, please select another mirror. If all mirrors are failing_ there are
Documentation backup mirrors (at the end of the mirrors list) that should be available.

Done €D Internet | Protected Mode: Off ¥ v H100%
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€ Apache Tomcat - Tomcat Connectors (mod_jk) Downloads - Windows Internet Explorer ;* E=RECI0
o ~|
—__—————

Ty
@Q - |\ http://tomcat.apache.org/download-connectors.cgi j Lt | +4 | »

File Edit View Favorites Tools Help

X GD\SI{E B %-..l Search T*’ @l v E‘F l : % - |:| S|gr| In -

/

— o aic -
¢ Favorites | 95 @ Suggested Sites v @] Free Hotmail @ | Web Slice Gallery /' "o mOd_lk download page'

o
|\ApacheTomcat-TomcatConnectors(mod_jkj | | — — — — —tty * Tools = I@Iv

* | omcat L onneciors _ﬁﬁ

: w You are currently using http://www.gossipcheck.com/mirrors/apache. If vou encounter a

problem with this mirror, please select another mirror. If all mirrors are failing_ there are

backup mirrors (at the end of the mirrors list) that should be available.

24 Google

=

Documentation
« Tomcat 6.0 Other mirrors: | hitp:/fwww.gossipcheck com/mirrors/apache |Z|
» Tomcat 5.5 A
+ Tomcat Comnectors You may also consult the complete list of mirrors.

* Tomcat Native
= MNigration Gude

m

Tomcat Connectors JK 1.2

Problems?

. For more information concerning Tomcat Connectors (mod k), see the Tomcat R
* Security Reports Connectors (mod k) site.

= Find help
* M . + Source (please choose the correct format for vour platform)
» Mailing Lists = JK 1.2.28 Source Release tar.gz (e.g. Unix, Linux, Mac OS)
= Bug Database = [PGP
« IRC = [MD3
o JK 1.2.28 Source Release zip (e.g. Windows)
Get Involved
| m [PGP
m [MD3

o Overview
« 5V Repositories
» Mailing Lists

Done € Internet | Protected Mode: Off ¥ v H100% -

* Binary Releases
* Browse Download Area
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€ Index of /mirrors/apache/tomcat/tomcat-connectors/jk/binaries - Windows Internet Explorer s ! EE
e 4

@{\_/" w | http:/fwww.gossipcheck.com/mirrors/apacheftomcat/tomeat-connectors/jk/binarie v| L | “'f| x -"' Google » 3|

File Edit View Favorites Tools Help

x Google -" Search =4+ & - - - Bookmarks = | "% Check - » L= Signln -
3 _Sig

7 Favorites | 95 € Suggested Sites v @ | Free Hotmail @ | Web Slice Gallery v '35 KeepVid- Download and s...

N I >
77 Index of /mirrors/apache/tomcat/tomcat-conne... | | fa - v [ = v Pagev Safety~v Tools~ @~

Index of /mirrors/apache/tomcat/tomcat-connectors/jk/binaries

Hame Last modified Size Description

Parent Directory

aix/ 02-Dec-2008
fresbsd/ 02-Dec-2008
izeries/ 02-Dec-2008
linux/ 27-Mar-2009
macosx, 10-Aug-2007
netware, 23-May-200%3

solaris/ 27-Mar-200%3

-
9
3
3
9
3
3
3
9

win32/ 23-May-2009

Eﬂ wined, 23-May-2009

The Apache Tomcat Connector

» Current stable version is jlk-1.2 28,
Done €D Internet | Protected Mode: Off ¥ v H100% -
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€& Index of /mirrors/apache/tomcat/tomcat-connectors/jk/binaries/win32 - Windows Internet Explcrrerﬂ——-

-_K' b . . . . .
@u * | 5F http://www.gossipcheck.com/mirrors/apache/tomcat/tomcat-connectors/jk/binarie j Lt | +y | b 4 ':" Google

File Edit View Favorites Tools Help

x oogle =4 Search =4+ &2 - E = Bookmarks - Check - Lov | Signln -
Googl (-] Hsearch -4 @ - - | B~ 4 = Q- @

7.7 Favorites | 95 & Suggested Sites v @ | Free Hotmail @] Web Slice Gallery v '35 KeepVid- Download and s...

. - >
77 Index of /mirrors/apacheftomcat/tomecat-conne... | | ﬁ ¥ ~ [ p=mn v Page~ Safety v Tools = '@'v

-~

Index of /mirrors/apache/tomcat/tomcat-
connectors/jk/binaries/win32

Name Last modified Size Description

a Parent Directory

Ea jk-1.2.28/ 2T-Mar-2005 13:42

The Apache Tomcat Connector

s Current stable version is jk-1.2.28.
s Cuwrrent development version is jlk-1.2.29.

&P Internet | Protected Mode: Off
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/2 Index of /pubfapacheftomcat/tomcat-connectors/jk/binaries/win32/jk-1.2.28 - Windows Internet Explorer

@ - 4 hittp://mirror.olnevhost.net/pub/apache/tomcat/tomcat-connectors/jk/binaries/win32/jk-1.2.28/

Eile Edit Miew Favorites Tools Help

x Go SIE IZI "l Search '+ el E%' E] - % Bookmarks~ ﬁ:;? Check - |43 Translate ~ ** % < -:-Sign In -
77 Favorites | 5l (@ Suggested Sites v @] Free Hotmail @& | Web Slice Gallery v '35 KeepVid- Download and s...

— = b
’lIndexm‘!pubfapacheftomcat}’tomcat—connector... @ w7 E v [] mm v Page~w Safetyv Tools~ '@"

~

+ Parent Directory

« BREADME hitml

e isapi redirect-1.2.28-chunking dll b
« i1sapi redirect-1.2.28-chunlong. dil asc

o isapi redirect-1.2. 28 -chunking dil sha256
e isapi redirect-1.2.28.d

e isapi redirect-1.2.28 dll asc

s isapi redireci-1.2.28.dll.sha256

o mod jk-1.2. 28 -hiipd-2.0.52 s0

o mod jk-1.2.28-httpd-2.0.52 s0.asc

e mod jk-1.2 28 -hitpd-2.0.52 so.sha256
e mod fk-1.2.28-httpd-2.2 3 s0

« mod k-1.2.28-hitpd-2.2.3 so.asc

o mod jk-1.2.28 hitipd-2.2.3 s0.sha236

« nsapi redirect-1.2.28.d1l

e nsapi redirect-1.2 28 dll asc

s nsapi redirect-1.2.28_dll.sha256

+ symbols.zip

+ symbols.zip.asc

» symbols rip sha256

m

Apache Tomcat Connectors 1.2.28 for WIN32
Here you'll find the module binaries for Microsoft 115, Apache HTTPD and Sun Java System Web Server.

« mod jk-1.2.28-httpd-2.2.3.50 is for Apache 2.2 x. It has been build against version 2.2.3, but should work with Apache 2.2.0 and later. Rename to
mod_jk.so before putting it in vour Apache2. 2/modules directory or adjust vour LoadModule statement. -

Done &) Internet | Protected Mode: Off ¥ v H100% -
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Installing The Tomcat Connector

Once you’ve downloaded the Tomcat connector, put it in the
modules sub-directory of your Apache installation’s root

directory.

@-\Jv| . % wamp2 » bin » apache » Apache2. 211 » modules »

v|¢-)~||555'r':h p|

‘ Organize = Views . Clpen & E-mail E- Share & Burn

e

Mame Date modified Type

12/10/2008 12:18 ... 50 File
12/10/2008 12:18 ... 50 File
12/10/2008 12:18 ... 50 File
12/10/2008 12:18 ... 50 File
12/10/2008 12:18 ... 50 File
12/10/2008 12:18 ... 50 File
12/1/72009 8:26 PM 50 File
12/10/2008 12:17 ... 50 File

vorite Links

| Docurnents __ mod_headers.so
) L_| mod_ident.so

Pictures __| med_imagemap.so

Music || med_include.so

Recently Changed || red_info.so
Searches || mod_isapi.so
Public | mod_jk-1.2.28-httpd-2.2.3.50

L_| mod_ldap.so

__| mod_log_config.so

L__| mod_log_forensic.so
__| mod_logio.so

__| mod_mem_cache.so
| mod_mime.so

.| mod_mime_magic.so
| mod_negotiation.so
L_| mod_proxy.so

__| mod_proxy_ajp.so

__| mod_proxy_balancer.so
L | mod_proxy_connect.so
| mod_proxy_ftp.so

12/10/2008 12:18 ... 50 File
12/10/2008 12:18 ... 50 File
12/10/2008 12:18 ... 50 File
12/10/2008 12:19 ... 50 File
12/10/2008 12:19 . 50 File

Locate the mod_jk file in the
modules subdirectory of
Apache.

12/10/2008 12:19 ... 50 File

el P I

tomcat-connectors-1.2.28-srC

LUl

| I File Falder
Ell Date modified: 12,/1,/2009 8:23 PM
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Enabling The Tomcat Connector

Once you’ve put the connector file in the modules sub-directory of
your Apache installation’s root directory, you are now ready to
configure Apache to recognize and enable the module.

To do this you’ll need to edit your Apache configuration file. This is
the same file you edited to enable PHP.

This file is located in the conf subdirectory and is named ht tpd.

& conf |Z| |E| [z|

File Edit ‘Wiew Fawaorites Tools  Help -.1.'

eﬁack - \_/l l'ﬁ; jﬂl Search - Folders v

address |[C3) CriProgram Files\apache Grouplspache2iconf / Edit this file h &

: - . hetpd € , httpd. default
File and Folder Tasks COMF File COMF File

36 KB 3 kB

...j Make a new Folder

@ Publish this Folder o = magic 5 magic.default
the Wweh gas File asal [ DEFALLT File

dad
! Share this Folder 14 KB 14 KB

rirne. types % mime.types, default
gaal | TYPES File agal | DEFALLT File
Other Places ===1| 16 KB —=1| 16KE
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_i *C:\Program Files\Apache Software Foundation\Apache2. X\confi\httpd.conf - Notepad ++

File Edit Search Wiew Format Language Settings Macre Run  TextFX  Plugins Window 3 X
cHHE & @@LB]| |é} |ﬂbﬁ|%3|‘—'.‘l.t_!.|_=_+'-'—:||' bl |Z“£"T’E@@"€P

[&= slideshow html ] &= slideshowis | &= httpd.corf l
oo This was added earlier to i
48 #For PHES enab'e PHP
g LoadModule php5 module "C:php/phpSapachez.dll”™

2ddType application/x-httpd-php .php
#configure the path to php.ini

[t |

i Add all of this
54 ##4begin material for mod Jk connector <+ material tO
55 # Load mod_jk module enable mOd_]k
1 # Update this path to match vour modules location

57 LoadModule jk_module likexec/mod Jk.so

58 # Declare the module for <IfModule directive> (remove this line on Apache 2.x)

39 AddModule mod Jk.c

[=3]

# Where to find workers.properties

# Update this path to match your conf directory location (put workers.properties next to httpd.conf)
JkWorkersFile fetc/httpd/coni/workers.properties

# Where to put jk shared memory

# Update this path to match your local state directory or logs directory

JkShmFile fwar/log/httpd/mod_jk.shm

# Where to put jk logs

# Update this path to match your logs directory location (put mod jk.log next to access_log)

(= = = I = = = 1
1 & A = b k3 B

[=4]

6E JkLogFile fwar/log/htpd/mod_jk.log
69 # Set the jk log level [debug/error/inic]
70 JkLogLewvel info

1 # Select the timestamp log format
72 JkLogStampFormat "[%a ¥b 3d FH:EM:%5 3¥Y] "
3 # Send ewverything for context fexamples to worker named workerl (ajpl3)

JkMount [Sexamples/* workerl

5 JkMount /CNT4714/* ajpl3 ¢ Add JKMount directives for
i JkMount ffirst-examples/* ajpl3 g

any servlets and jsps to go
through Tomcat.

##dend material for mod Jk connector

1| 1

3 (.Dﬁ'.'qﬁ

\Program... Deskto lﬁ':"":' 847 PN

|2 Window...
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. The JWorkerFile directive (see previous page) refers to a separate
file that configures the ajp13 protocol communications parameters.
An example called workers.properties Is included with
mod jk. For a basic set-up, this default file will work fine.

. There are a couple of things you should verify however: (1)
workers.tomcat home should agree with the value you’ve

already set for Tomcat called CATALINA HOME, and (2)
worker.ajpl3.port must be the same as the one listed in the
Tomcat server.xml file as shown on the next page.

. In more robust applications, additional editing of the JWorkerFile
will be required. For example, if you have more than one installation
of Tomcat on your machine, you’ll need to adjust the
worker.ajp.port parameter in workers.properties to
make sure that mod jk Is connecting to the correct Tomcat
installation as Tomcat installations will not be able to start up sharing
port numbers.
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File Edit WYiew Insert Format Help

DEE £& #4

worker.ajplsd.lbhfactor=1

DEFAULT ajpls WORKER DEFINITION --

# Defining a worker named ajpl3 and of type ajplid
# Note that the name and the type do not have to match.
#
worker.ajpl3.port=3009
worker.ajpl3.host=localhost
worker.ajpli.type=ajpl3
#
SGpecifies the load balance factor when used with
a load balancing worker.

———=%» lbfactor must he > 0
———-» Low lbfactor means less work done by the worker.
worker.ajpls.lbhfactor=1

#
#
# Note:
#
#

#
# Specify the size of the open connection cache.
H#worker.ajpl3.cachesize

The portion of the Tomcat
worker.properties file
showing the definition for the
default AJP 1.3 worker. NOTE:
the port number listed here must
match the port number listed in
the Tomcat server.xml file as
shown on the next page.

For Help, press F1
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3 C:\Program Files\pache Software Foundation\Tomcat 5.5.12\conf\server.xml - Microsoft Internet Explorer |:||E|E|

File Edit ‘Wiew Fawaorites Tools  Help

@Eack - \._./I \ﬂ @ _:] ;j Search “E':‘\'S-’ Favorites @ [:E{v :‘; |£] - _J ﬁ '3

Address C\Program Files\apache Software Foundationt Tomeat 5.5, 121 confiserver ., xml G0

W

Links **

enablelookups="false™ disablelploadlimeout="true"
acceptCount="100" zcheme="https" secure="true"
clientiuth="false”™ s3lProtocol="TL3" /=
-
<l-- Define an 4JF 1.3 Connector on port 3009 -
< Connector port="8009" enableLookups="false" redirectPort="28443" protocol="AIPf1.3" /=
<l-- Define a Proxied HTTP/l.l Connector om port 8082 -
<l-- Zee proxy documentation for more information about using this. -—=
<l <Connector port="8082"
waxThreads="150" min3pareThreads="25" maxipareThreads="75"
enablelookups="false” acceptCount="100" connectionTimeout="20000"
proxyPort="80" disableUploadTimecut="trus" />
-—=
An Engine represents the entry point (within Catalina) that processes
every request. The Engine implementation for Tomcat stand alone
analyzez the HTTPF headers included with the request, and passezs them
on to the appropriate Host (virtual host). -—=
You should set jvmEoute to support load-balancing wia AJF ie @
<Engine name="3tandalone”™ defaultHost="localhost” jvnRFoute="jvml" =
-z
<l Define the top level container in our container hierarchy -—-=
- «Engine name="Catalina" defaultHost="localhost''=
l-- The remquest dumper walwe dumps useful debugging information about
the recquest headers and cookies that were received, and the response
headers and cookiez that were gent, £or all redquests received by
this instance of Tomcat. If you care only about regquests to a

Y

particular wirtual host, or a particular application, nest this

The portion of the
Tomcat server.xml
file showing the
definition for the AJP
1.3 connector. This
connector port
number listed here
must match the port
number in the
workers.properti
es file as shown on
the previous page.

element inside the corresponding <Host> or «<Context: entry instead.

L/
2

vj My Computer
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